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ABSTRACT 
Ransomware is currently one of the most prominent cyberthreats for organizations. Small and 

medium-sized enterprises are particularly vulnerable to ransomware victimization and more inclined 

towards paying the ransom. However, while a few studies have been conducted on victimization of 

ransomware, little is known about how small and medium-sized enterprises respond to victimization 

and what factors contribute to the decision to pay the ransom. This study uses a survey with a vignette 

experiment conducted among 445 owners and managers of Dutch small and medium-sized 

enterprises, to gain more insight into the factors that are related to the decision to pay the ransom in 

the event of ransomware victimization. Findings show that the likelihood that the ransom is paid is 

low. While the affordability of the ransom demand seems unrelated to the likelihood of paying, being 

advised by a cybersecurity company to pay the ransom and not having a back-up significantly increases 

the likelihood of the ransom being paid. The findings provide insight into factors that make 

ransomware victims vulnerable to extortion. Furthermore, implications for how ransomware attacks 

can be mitigated are discussed. 
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1. INTRODUCTION 
Today’s society can be characterized by a high level of digitalization, with individuals and organizations 

increasingly spending time online and relying on information technology, for example for 

communication, entertainment, or work (European Commission, 2020; Statistics Netherlands, 2021). 

This increased reliance on information technology also increases the risk of cybercrime victimization. 

In the Netherlands, for example, victimization of online crime has increased by 22% since 2012 

(Akkermans et al., 2022). In 2021, 28% of the small and medium-size enterprises (SMEs) in the 

European Union reported cybercrime victimization (European Commission, 2022). In recent years, 

ransomware has emerged as one of the most prominent cyberthreats for organizations (Europol, 

2021; Federal Bureau of Investigation, 2021; Theocharidou et al., 2021). Ransomware is a type of 

malicious software that makes data inaccessible to the user, typically through encryption, until the 

victim pays a ransom (Al-rimy et al., 2018; National Crime Agency, 2020). While financial costs are 

already substantial as a result of ransom payments, loss of turnover or recovery efforts, victimization 

can simultaneously lead to other damages such as loss of data, reputational damage, or bankruptcy 

(Brennenraedts et al., 2022; Connolly and Borrion, 2022; Knebel et al., 2021). 

Especially vulnerable in this regard are small and medium-sized enterprises (SMEs). In the EU, SMEs 

make up 99.8% of all enterprises in the business economy (Eurostat, 2022) and many rely on IT and 

store sensitive data (European Commission, 2022; Veenstra et al., 2015). However, entrepreneurs do 

not always take sufficient measures to protect against cyber incidents such as ransomware (Moneva 

and Leukfeldt, 2023; Notté et al., 2019; Rohn et al., 2016; Statistics Netherlands, 2022). For example, 

the majority of the entrepreneurs do not log and monitor network or user activity and allow 

employees to use their own devices (Moneva and Leukfeldt, 2023; Notté et al., 2019). Moreover, 

entrepreneurs often do not consider it very likely that they will be victimized (Bekkers et al., 2023; 

Brennenraedts et al., 2022; Misana-ter Huurne et al., 2020). Combined, this makes them vulnerable 

to ransomware victimization. 

While a few scientific studies have been conducted on victimization of ransomware among consumers 

and organizations (e.g. Ortloff, 2021; Simoiu et al., 2019; Voce and Morgan, 2021), little is currently 

known about how SMEs respond to victimization. For example, SME owners may be more susceptible 
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to paying the ransom demand when they are victimized compared to individuals who do not own or 

work for an SME, according to an Australian study (Voce and Morgan, 2021). However, it is unclear 

whether the same applies to SMEs from other countries and whether similar factors contribute to the 

decision to pay the ransom. Such insights are important to gain a better understanding of the scope 

and severity of the problem. Furthermore, it can create a better understanding of the decision-making 

of victims when it comes to ransom payments and what makes them vulnerable to extortion. This can 

help determine how ransomware attacks aimed at SMEs can be mitigated.  

The goal of the current study is to understand decision-making of Dutch SMEs regarding ransom 

payments; and, in particular, to determine how three dimensions based on previous research (Voce 

and Morgan, 2021) – the affordability of the ransom, advice from others and having back-ups - affect 

the decision to pay a ransom. This paper is structured as follows. The next section provides an 

overview of the literature related to the prevalence of ransomware victimization and ransom payment 

decision-making, as well as the research question for the current study. This is followed by a 

description of the research design and the results. In the last section, the main findings, implications 

and limitations are discussed. 

2. LITERATURE REVIEW 

2.1. Prevalence of ransomware victimization  
The prevalence of ransomware and other types of cybercrime is difficult to determine on the basis of 

police reports because cybercrimes are generally underreported (van de Weijer et al., 2019). 

Underreporting may occur  because victims do no think the incident is serious enough to report, are 

able to deal with the incident internally or with the help of an organization other than the police, or 

because there is a lack of trust in the police when it comes to combatting cybercrime (Cybbar and 

Center for the Study of Democracy, 2023; Van de Weijer et al., 2020; Veenstra et al., 2015; 

Wanamaker, 2019). Police report rates are particularly low when ransomware victimization is 

concerned. A Dutch study found that only 5.7% of consumers and 16.7% of companies that fell victim 

to ransomware attacks reported the incident to the police (Van de Weijer et al., 2020). At the same 

time, multiple studies have found that victims of ransomware are more inclined to turn to other 

parties for help, such as friends or family, external consultants, a cybersecurity company or a financial 

institution (Connolly and Borrion, 2022; Simoiu et al., 2019; Voce and Morgan, 2022; Yilmaz et al., 

2022). 

While it is difficult to determine the prevalence of ransomware victimization on the basis of police 

records, some insight is provided by self-report studies. Reports from cybersecurity companies, based 

on non-representative survey data among IT professionals, demonstrate uncertainty behind 

ransomware victimization figures, indicating that between 34% and 71% of organizations (including, 

but not limited to SMEs) around the world have been victimized (ActualTech Media, 2022; CyberEdge 

Group, 2022; Sophos, 2021). Furthermore, a few empirical studies have focused on the prevalence of 

ransomware victimization among SMEs. An Australian study among 2,166 SME owners found that 

owners had a statistically significant higher prevalence of ransomware victimization in their lifetime 

(8.7%, n = 187) and last year (4.8%, n = 103) compared to SME employees and non-owners/employees 

(Voce and Morgan, 2021).1 A Dutch study found that 5.5% among a sample of 529 SME entrepreneurs 

were victimized by ransomware in 2019 and 3.2% among a sample of 768 SME entrepreneurs were 

victimized by ransomware in 2021 (Van de Weijer and Leukfeldt, 2023). On a European level, 4% of 

12,863 surveyed SMEs in the EU were victimized by ransomware in the last year (European 

Commission, 2022). Summarized, empirical studies indicate that the prevalence of ransomware 

victimization among SMEs over a one year-period is between 3 and 6%. 
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Differences in the prevalence rates between cybersecurity reports and empirical studies can be 

attributed to various factors. Firstly, sample sizes vary between studies and are not always 

representative, which may have affected the results. Moreover, some cybersecurity reports are not 

exclusively aimed at SMEs, but also at large organizations. Secondly, the way victimization has been 

measured may have influenced the prevalence rates as definitions of ransomware used in the 

questionnaires vary between studies. Thirdly, findings from cybersecurity reports may be biased 

because of the commercial nature of the companies (i.e. creating a sense of urgency to sell products 

or services). All in all, although previous research shows that ransomware victimization is prevalent 

among organizations, it is unclear to what extent, and illustrates that more insight is needed into this 

phenomenon. 

2.2. Ransom payment decision-making 
Ransomware can be characterized as a complex crime, requiring different actions from both 

perpetrators and victims. For example, prior to execution of the ransomware, perpetrators need to 

set up the infrastructure, gain access to a victim’s system, create persistence and expand access 

(Matthijsse et al., 2023). Once the data is encrypted and the victim is confronted with the ransom 

note, it is up to the victim to decide whether or not to pay the ransom. An empirical study based on 

353 police reports filed by victimized individuals and organizations in the Netherlands demonstrates 

that 21% paid the ransom (Meurs et al., 2022). Another empirical study specifically among SMEs 

indicates that 32.2% of SME owners paid the ransom. Moreover, the authors found a statistically 

significant relationship between being a SME owner and payment of the ransom (Voce and Morgan, 

2021).  

Previous research has examined what factors may affect the decision to pay the ransom. Some studies 

have looked at characteristics of ransom notes that might influence decision-making concerning 

payment. Hadlington (2017) analyzed 76 splash screens (i.e. ransom notes), examining the use of three 

psychological mechanisms used in social engineering – scarcity, authority, and liking2 - that attackers 

may use to influence the victim (see also Cialdini, 2006). A sense of scarcity is created by a countdown 

timer, a message stating that the data can only be decrypted by the attackers, or other threats such 

as deletion or leaking of data after expiration of the deadline. Scarcity can create a sense of urgency 

forcing victims into quick decision-making. In addition, splash screens containing clear, detailed 

information, customer service or the use of official trademarks, logos (e.g. a law enforcement logo) or 

imagery may create a sense of authority and make victims feel more confident that they will get their 

files back after payment. Lastly, a splash screen can include humorous or conversational text to induce 

the victim to like the attacker and comply with payment (Hadlington, 2017). 

While the impact of the mechanisms on payment decision-making was not tested in the study by 

Hadlington (2017), other experimental studies have tested this. Arief et al. (2020) found no clear 

relationship between the design of a ransomware screen (either a text-based splash screen, a screen 

with a countdown timer, and a screen with a more advanced user interface) and the likelihood of 

paying. Respondents did indicate that an authoritarian tone (e.g. pretense of law enforcement), typos, 

the mention of Bitcoin, complicated instructions, and no clear way of contacting the attackers would 

discourage them from paying the ransom (Arief et al., 2020). Yilmaz et al. (2021) also researched 

whether a splash screen design affects the individual’s likelihood of paying the ransom, as well as the 

likelihood of reporting the incident. Respondents (n = 538) were presented with one type of mock-up 

splash screen (either a text, a graphical user interface, or a graphical user interface with a timer) in a 

randomized controlled experiment. About 5% of the respondents indicated that they would pay the 

ransom. No statistically significant differences were found among the experimental groups in terms 

of the likelihood of paying (Yilmaz et al., 2021). The results from both experimental studies indicate 
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that other factors than the design of the ransom note might play a role in influencing payment 

decision-making.  

Other studies have looked at the reasoning and characteristics of victims in relation to ransom 

payments. Payment decision-making is often based on a cost-benefit analysis and victims can have 

multiple motives for (not) paying (Connolly and Borrion, 2022). Based on the literature, reasons why 

individuals and organizations pay include: not being able to restore data from back-ups, not wanting 

to lose data, following received advice to pay, the downtime being too long, the threat of bankruptcy, 

fear of incrimination by data protection authorities, the possibility of stolen data being leaked or sold 

online if not paying, the belief that they will get access to data back after paying, the ability to afford 

the ransom, and a lack of computer knowledge (Connolly and Borrion, 2022; Matthijsse et al., 2023; 

Simoiu et al., 2019; Voce and Morgan, 2021). In addition, a police report-based study showed that the 

likelihood the ransom is paid is significantly related to the ransom amount requested after 

negotiations, the number of days of negotiating, data exfiltration, being blackmailed (e.g. the 

attackers contacting employees or customers) and the ability to recover through a back-up (Meurs et 

al., 2022). 

  When it comes to SMEs specifically, Voce and Morgan (2021) found that a higher proportion of SME 

owners paid the ransom because of the advice they received and because they could afford the 

ransom compared to non-SME owners or employees, although these differences are not statistically 

significant, possibly due to the sample size. The literature contradicts on the role insurance may play. 

While a study based on expert interviews found that victims paid the ransom because they are insured 

(Matthijsse et al., 2023), victims in a survey-based study indicated that they paid the ransom because 

they did not have insurance, or that they did not pay because they did have insurance (Voce and 

Morgan, 2021). A statistically significant higher proportion of SMEs did not pay because they had 

insurance compared to SME employees and non-SME owners (Voce and Morgan, 2021). While the 

studies provide no further details, this contradiction could be explained by the fact that uninsured 

victims may find that paying the ransom is a more viable option than bearing the financial costs that 

are often associated with ransomware victimization and that they are not insured for, such as recovery 

costs or loss of revenue due to halted business operations (Brennenraedts et al., 2022; Connolly and 

Borrion, 2022; Knebel et al., 2021). On the other hand, the ransom payment is often reimbursed to 

insured victims, depending on the type of coverage, which might encourage and facilitate ransom 

payments (Mott et al., 2023). 

Based on the literature, reasons for individuals and organizations not to pay include: being able to 

recover through back-ups or another way; not being able to afford the ransom amount; following 

advice to not pay; believing the threat is a scam; avoiding further extortion; believing that it is 

unethical to pay criminals or to facilitate crime; and being uncertain about the outcome as 

cybercriminals might keep a copy of the stolen data to sell or leak afterwards (Connolly and Borrion, 

2022; Matthijsse et al., 2023; Voce and Morgan, 2021, 2022; Yilmaz et al., 2021). When it comes to 

SMEs, a study found that the most common reasons for not paying were: advice they had received, 

not believing the ransom demands were genuine and the availability of back-ups (Voce and Morgan, 

2021). Moreover, although a statistically significant difference was not found, a higher proportion of 

SME owners believed their data would be leaked or sold irrespective of whether they paid or not (Voce 

and Morgan, 2021). 

2.3. Aim of current study 
Despite the increasing number of studies conducted on ransomware victimization, a knowledge gap 

still remains. Firstly, more insight is needed into payment decision-making after a ransomware attack. 

Research shows that ransom payments sustain the ransomware ecosystem as payments are used to 

attack and extort new victims (Matthijsse et al., 2023). However, little is currently known about the 
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factors influencing the likelihood of payment. Secondly, more empirical research is needed on 

ransomware incidents among SMEs. Few studies have focused on SMEs, despite the fact that they are 

seemingly at a high risk. It is important to obtain a clear picture of how SMEs respond to ransomware 

victimization and what affects their decision-making. This can in turn provide insight into how attacks 

can be mitigated.  

 To address this gap in the literature, this study focuses on ransomware victimization among 

SMEs in the Netherlands, and poses the following research question: 

Q1: To what extent does the affordability of the ransom, received advice on whether to pay, 

and having a back-up affect the likelihood of paying a ransom among Dutch SMEs? 

3. DATA AND METHOD 

3.1. Sample 
To answer the research question, we aimed to recruit a sample of individuals who were aware of the 

ransomware incidents their SME is facing, and who were in a position to decide whether or not to pay 

the ransom. Based on the European Commission recommendation, SMEs were defined as “enterprises 

which employ fewer than 250 persons and which have an annual turnover not exceeding EUR 50 

million, and/or an annual balance sheet total not exceeding EUR 43 million.” (Article 2, 

Recommendation 2003/361/EC). This includes micro enterprises with less than 10 employees and an 

annual turnover that does not exceed €2 million, small enterprises with between 10 and 49 employees 

and an annual turnover that does not exceed €10 million, and medium enterprises with between 50 

and 250 employees and an annual turnover not exceeding €43 million.  

We relied on two panels from the research firm I&O Research to administer a survey to a sample of 

owners or managers of SMEs in the Netherlands. 3 I&O Research employs a consumer panel of 35,000 

Dutch citizens that are selected through random sampling (e.g., from residence registers). Panelists 

receive points for each completed survey, which they can redeem for a gift card or a donation to a 

charity (I&O Research, n.d.-a). In addition, they employ a panel of 4.500 Dutch entrepreneurs (I&O 

Research, n.d.-b). A total of 1.603 panelists from the consumer and entrepreneurial panel were invited 

to participate, of which 568 (35.4%) responded between January 31 and February 14, 2022. To ensure 

that potential respondents belonged to the target group, a filter question was included at the 

beginning of the questionnaire, asking respondents whether they identified as entrepreneurs with 

staff. Furthermore, they were required to indicate the size of the company to ensure SME status. A 

total of 111 respondents were consequently filtered out or did not complete the questionnaire. 

Another 12 respondents were excluded from the analyses because they rushed through the 

questionnaire and were considered speeders. Based on the entire distribution of the response time in 

minutes (M = 203; SD = 1108; Mdn = 6), we defined as speeders those respondents with a response 

time less than 3 minutes. No upper threshold was applied, as the distribution suggests that some 

respondents took a break and completed the questionnaire at a later time. This resulted in a sample 

of 445 respondents (response rate: 27.7%).  

Initially, micro enterprises were underrepresented in the sample. To make the sample more reflective 

of the larger population, observations were weighted according to company size4 to make the sample 

representative of the population of SMEs in the Netherlands in the first quarter of 2022 (StatLine, 

2022). This was done using a cell-weighting procedure, where weights were determined for each cell 

in the distribution of company size by dividing the population proportion by the sample proportion. 

In the weighted sample, most organizations were micro enterprises with 1 to 9 employees (96.6%), 

some were small enterprises with 10 to 49 employees (2.7%), and the remaining were medium 

enterprises with 50 to 250 employees (0.7%).5 Organizations had been in operation for 23.9 years on 
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average at the time of the survey. Of the respondents, 7.4% was ever victimized by ransomware. None 

of the victims were victimized in the last year. The characteristics of the sampled enterprises before 

and after applying the weights are included in Table 2. This table also illustrates how the weighting 

affected the distribution of each variable that was included in the analysis. 

3.2. Instrument 
To collect the data, an online questionnaire in Dutch inspired by the Home Office’s Cyber Security 

Breaches Survey (Johns, 2020) was administered, consisting of four blocks of items. The first part of 

the questionnaire contained questions about the characteristics of the organization such as the size 

of the company and the activities of employees. In the second part, respondents were asked about 

the organizations’ attitude towards cybersecurity. In the third part, questions were asked about actual 

ransomware victimization and hypothetical scenarios (vignettes) relating to ransom payment 

decision-making. Lastly, respondents were asked about the cybersecurity measures and procedures 

that were in place. The focus in this study lies on the first and third block. 

3.3. Measures 

3.3.1. Dependent and independent variables 
A vignette experiment was used to examine the factors that determine whether a ransom is paid by 

victims. A vignette is “a short, carefully constructed description of a person, object, or situation, 

representing a systematic combination of characteristics” (Atzmüller and Steiner, 2010, p. 128), to 

elicit attitudes, decisions or judgments from participants (Aguinis and Bradley, 2014; Atzmüller and 

Steiner, 2010). As a vignette experiment involves a hypothetical scenario, it is a useful research 

method for sensitive subject matters (such as ransomware victimization) where experimental 

research is less appropriate because of ethical concerns, while still exercising control over the included 

variables that might influence decision-making behavior (Aguinis and Bradley, 2014). Furthermore, it 

enhances realism and validity and reduces social desirability bias compared to direct survey questions 

(Wason et al., 2002). 

3.3.1.1. Power 
Prior to the data collection, a power analysis (Cohen, 1988) was conducted to determine the necessary 

sample size to compare groups and observe statistical differences with sufficient confidence (power = 

0.8; alpha = 0.05). A two-sample t-test power calculation indicated that the optimal sample size would 

be at least 26 for each comparison group to observe large effect sizes (Cohen’s d = 0.8); at least 64 to 

observe medium effect sizes (Cohen’s d = 0.5); and at least 394 to observe small effect sizes (Cohen’s 

d = 0.2). Considering an expected sample of ~550 as estimated by the panel agency prior to the data 

collection, the vignette could accommodate four manipulations (16 groups of n = 34 participants), 

three manipulations (8 groups of n = 69 participants), and none, respectively. In addition, a linear 

regression power analysis indicated that the optimal sample size based on three predictors would be 

at least 36 to observe large effect sizes (Cohen’s f squared = 0.35); at least 77 to observe medium 

effect sizes (Cohen’s f squared = 0.15); and at least 550 to observe small effect sizes (Cohen’s f squared 

= 0.02). 

3.3.1.2. Vignette 
Based on the power analysis and considering an expected sample of ~550, three factors with two 

variations each were included in the vignette experiment, thus employing a 2 x 2 x 2 design resulting 

in 8 different vignettes. The factors were based on previous research stating that the decision of SME 

owners to pay a ransom inter alia depends on the affordability of the ransom, the advice they received 

whether to pay, and if they had a back-up (Voce and Morgan, 2021). Following a between-subjects 

design to allow for comparisons between respondents (Atzmüller and Steiner, 2010), participants 

were randomly assigned to one of eight groups of roughly the same size. Each group was presented 
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with one vignette with a different combination of factor variations. The distribution of vignettes across 

respondents is included in Table 1. 

Table 1 Distribution of vignettes across respondents (weighted sample) 

Group Vignette Distribution Likelihood ransom 
paid 

Ransom amount (in time worth of 
net income) 

Advice to 
pay 

Back-
up 

N % Mean SD 

1 1 week  Yes Yes 62 14.0% .78 1.65 
2 1 week  Yes No 46 10.4% 2.72 3.28 
3 1 week  No Yes 47 10.5% .64 1.95 
4 1 week  No No 67 15.0% 1.70 2.57 
5 3 months  Yes Yes 57 12.8% .85 1.76 
6 3 months  Yes No 54 12.2% 2.14 2.97 
7 3 months  No Yes 51 11.5% .16 .48 
8 3 months  No No 60 13.6% 1.73 2.90 

 

All respondents were asked to imagine the hypothetical situation that their organization was 

victimized by ransomware and they were tasked with the responsibility to decide whether or not to 

pay the ransom. They were then shown a ransom note, based on the WannaCry ransom note from 

2017 (see Figure 1 as example).6 The first factor included in the vignette concerned the affordability 

of the ransom demand, which varied between 1 week’s worth of net income from their business in 

bitcoin and 3 months worth of net income from their business in bitcoin. These thresholds were based 

on the researchers’ experience of what could be considered a low or high financial impact on SMEs. 

The second factor concerned advice on whether to pay or not, varying between ‘the hired 

cybersecurity firm advises you to not pay the ransom’ and ‘the hired cybersecurity firm advises you to 

pay the ransom’. The third factor concerned the existence of a back-up, varying between ‘your 

organization has a back-up of the data’ and ‘your organization does not have a back-up of the data’. 

These factors were used as independent variables in the analyses. For easy interpretation of the 

results, the variables were recoded so that value 0 reflects the least likely and value 1 the more likely 

scenario in which potential victims would pay the ransom, resulting in the dichotomous variables 

affordability of the ransom demand (0 = 3 months worth of net income from their business in bitcoin, 

1 = 1 week’s worth of net income from their business in bitcoin ), being advised whether or not to pay 

(0 = advised to not pay the ransom, 1 = advised to pay the ransom), and the existence of a back-up (0 

= Back-up of the data, 1 = No back-up of the data).  

 After being presented with the vignette, respondents were asked to report the likelihood that 

they would pay the ransom from not likely at all (0%) to very likely (100%). This variable is measured 

from 0 to 10 (0 = 0%, 1 = 10%, 2 = 20% etc.) and was used in the analysis as dependent variable. 
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Figure 1. Example of vignette (translated from Dutch) 

 

3.3.2. Control variables 
The size of the organization, the number of years the organization has been in operation, having 

insurance and previous ransomware victimization were included in the analysis as control variables; 

these factors may influence to what extent organizations are able to afford the ransom, what a 

cybersecurity company advises them in terms of payment and whether they have a back-up, as well 

as the decision whether or not to pay a ransom. Both the size of the organization (1 = micro (1-9 

employees), 2 = small (10-49 employees), 3 = medium (50-250 employees)) and having insurance (1 = 

specific cyber security insurance policy, 2 = cyber security as part of wider insurance policy, 3 = no 

insurance, 4 = don’t know) are categorical variables. Years in operation is a continuous variable, 

measured in the number of years applicable at the time the survey was filled out (0-101). Lastly, 

previous victimization was included in the analysis as dichotomous variable (0 = no, 1 = yes). For this 

variable, the category “don’t know” was recoded as “no” since victims are usually aware that they 

have been victimized because they are confronted with a ransom note and locked or encrypted data. 

Descriptive statistics of all variables are included in Table 2. 
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Table 2 Descriptive statistics of included variables (unweighted and weighted sample) 7 

Variable Unweighted Weighted 

N % Mean SD N % Mean SD 

Likelihood ransom paid 445  1.47 2.60 445  1.34 2.46 
Years in operation 442  25.83 21.35 441  23.93 19.78 
Size organization 445    445     

Micro 310 69.7%   429 96.6%   
Small 112 25.2%   12 2.7%   
Medium 23 5.2%   3 0.7%   

Insurance 445    445    
Specific cyber security 
insurance policy 

32 7.2%   16 3.7%   

Cyber security as part of wider 
insurance policy 

58 13%   57 12.9%   

No insurance 284 63.8%   295 66.4%   
Don’t know 71 16%   75 17%   

Previous victimization (ever) 445    445    
No 403 90.6%   412 92.6%   
Yes 42 9.4%   33 7.4%   

Affordability ransom 445    445    
1 week worth’s of net income 222 49.9%   222 50%   
3 months worth of net income 223 50.1%   223 50%   

Advised whether or not to pay 445    445    
Advised to pay 211 47.4%   220 49.4%   
Advised to not pay 234 52.6%   225 50.6%   

Back-up 445    445    
Yes 221 49.7%   217 48.8%   
No 224 50.3%   228 51.2%   

 

3.4. Analytic strategy 
Descriptive statistics were used to answer the first research question. To answer the second research 

question, we first compared the mean likelihood of the ransom being paid for the different vignette 

factors. Given that the distribution of the likelihood of the ransom being paid is over-dispersed and 

positively skewed (M = 1.34, SD = 2.46, Skewness = 1.83, Kurtosis = 2.24) as indicated by a Kolmogorov-

Smirnov test (D(445) = .384, p = <.001) as well as visual inspection of the histogram and plots, the 

assumption of normal distribution was violated. As the variable was positively skewed even after 

attempts to transform the data8, non-parametric Mann-Whitney U tests were used to analyze group 

differences in the likelihood of paying for the dichotomous variables affordability of the ransom 

demand, being advised whether or not to pay, and the existence of a back-up. We relied on the 

implementation of the Mann-Whitney U tests provided in the Sjstats R package (Lüdecke, 2022). For 

approximated mean-ranks and effect sizes, the unweighted Mann-Whitney U tests can be found in 

Table 1 of the appendix. Since we do not know how to determine what a meaningful effect size would 

be in this context, we rely on the standard thresholds of Cohen (1988, 1992), where r = .10 is a small 

effect size, r = .30 is a medium effect size and r = .50 is a large effect size. 

Second, since the variance of the likelihood of the ransom being paid was larger than the mean 

(Variance = 6.047, M = 1.34), we conducted a negative binomial regression model (Green, 2021; Hilbe, 

2011). The model that was used to explain the variance in the likelihood of the ransom being paid 

included the vignette factors affordability of the ransom demand, being advised whether or not to 

pay, and the existence of a back-up as predictors. Furthermore, the size of the organization, years in 

operation, having insurance, and previous victimization were included in the model as control 
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variables. Since the size of the organization and having insurance were categorical variables, these 

were included as dummy variables in the model, with the category ‘micro’ and ‘not having insurance’ 

as reference categories. The analyses were conducted in IBM SPSS Statistics 28.0 (IBM, 2021), and R 

version 4.3.1 (R Core Team, 2023) and RStudio version 2023.06.2 (RStudio Team, 2020). 

4. RESULTS 
All respondents were asked to imagine the hypothetical situation in which their organization was 

victimized by ransomware. They were then shown a vignette that included factors relating to the 

affordability of the ransom, being advised whether or not to pay, and whether they had a back-up, 

and were then asked to report the likelihood of the ransom being paid. On average, respondents in 

the weighted sample considered the likelihood that they would pay the ransom to be low (M = 1.34; 

SD = 2.46). 

Mann-Whitney U tests were conducted to analyze group differences in the weighted sample in the 

likelihood of the ransom being paid for the vignettes (Table 3).9 The Mann-Whitney U test for the 

affordability of the ransom was found to be statistically non-significant (est = .013; p = .629). No 

statistical difference was found with regard to the likelihood of the ransom being paid between 

participants who were demanded to pay 1 week‘s worth of net income in Bitcoin and respondents 

who were required to pay 3 months worth of net income in Bitcoin. The test for being advised whether 

to pay was also found to be statistically non-significant (est = .038; p = .146). No statistical difference 

was found with regard to the likelihood of the ransom being paid between participants that were 

advised by a cybersecurity company to pay the ransom, and participants that were advised to not pay 

the ransom. The test for having a back-up was found to be statistically significant (est = .129; p < .001). 

Participants that did not have a back-up reported a higher likelihood of the ransom being paid 

compared to participants that did have a back-up. 

Table 3 Weighted Mann-Whitney U tests comparing the likelihood of the ransom being paid with the 

affordability of the ransom, being advised by a cybersecurity company to pay, and having a back-up 

Vignette factors X² Estimate p 

Affordability ransom .484 .013 .629 

Advised to pay 1.457 .038 .146 
Back-up 5.139 .129 .000*** 

Notes: N=445 
*p< .05, **p< .01, ***<.001 
 

Next, negative binomial regression was conducted to determine whether the affordability of the 

ransom, being advised by a cybersecurity company to pay, and having a back-up were significantly 

related to the likelihood of the ransom being paid in the weighted sample. 10 The regression model 

included the predictors affordability of the ransom, being advised whether to pay or not and having a 

back-up. The size of the organization, years in operation, having insurance, and previous victimization 

were added to the model as control variables. As shown in table 4, the affordability of the ransom did 

not significantly predict the likelihood of the ransom being paid (est = .241, z = 1.125, p = .260). Being 

advised by a cybersecurity company to pay was a significant predictor of the likelihood of the ransom 

being paid (est = .519, z = 2.381, p = .017). Being advised by a cybersecurity company to pay, increased 

the likelihood of paying by .519. Having a back-up also significantly predicted the likelihood of the 

ransom being paid (est = 1.321, z = 6.071, p <.001). Not having a back-up increased the likelihood of 

paying by 1.321. 
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Table 4 Weighted negative binomial regression estimates of the likelihood of the ransom being paid 

Variable Estimate S.E. z p sig. 

(Intercept) -.891 .278 -3.200 .001 ** 
      
Vignette factors      
Affordability ransom (0-1) .241 .215 1.125 .260  
Advised to pay (0-1) .519 .218 2.381 .017 * 
Back-up (0-1) 1.321 .218 6.071 .000 *** 
      
Control variables      
Years in operation (0-101) -.003 .006 -.480 .631  
Micro size organization (0-1) REF     
Small size organization (0-1) .345 .649 .533 .594  
Medium size organization (0-1) .971 1.192 .815 .415  
Insurance specific cyber policy (0-1) -.105 .574 -.182 .855  
Insurance wider policy (0-1) -.046 .330 -.140 .889  
Insurance no (0-1) REF     
Insurance don’t know (0-1) .088 .288 .305 .760  
Previous victimization (ever) (0-1) -.450 .430 -1.047 .295  
      
Log likelihood -601.3606     
AIC 1226.7     
BIC 1275.8     

Notes: N=442 
*p< .05, **p< .01, ***<.001 

 

5. DISCUSSION 
Ransomware is currently one of the most prominent cyberthreats for organizations (Europol, 2021; 

Federal Bureau of Investigation, 2021; Theocharidou et al., 2021). Small- and medium-sized 

enterprises seem to be particularly vulnerable to victimization and more likely to pay the ransom (Voce 

and Morgan, 2021). However, little is currently known about ransomware victimization among SMEs 

and how they respond to victimization. The aim of this study was to gain insight into the factors 

relating to the decision to pay a ransom. For this purpose, a survey with a vignette experiment was 

conducted among 445 owners or managers of SMEs in the Netherlands, to research the extent to 

which the affordability of the ransom, received advice on whether to pay or not, and having a back-

up affect the likelihood of paying a ransom. 

The findings show that the likelihood of paying was low. Mann-Whitney U tests show there are no 

statistical differences in the likelihood of paying between participants who were demanded to pay 1 

week’s worth of net income in Bitcoin and respondents who were required to pay 3 months worth of 

net income in Bitcoin. In addition, no statistically significant difference was found between 

participants that were advised by a cybersecurity company to pay the ransom, and participants that 

were advised to not pay the ransom. However, having a back-up was found to be statistically 

significant. Participants that did not have a back-up of the encrypted data, reported a higher likelihood 

of the ransom being paid compared to participants that did have a back-up. In addition, negative 

binomial regression was conducted to determine whether these three factors were significantly 

related to the likelihood of the ransom being paid, while controlling for the size of the organization, 

years in operation, having insurance, and previous victimization. The results show that the 

affordability of the ransom demand did not significantly predict the likelihood of the ransom being 

paid. Contrary to the outcome of the Mann-Whitney U Test, being advised by a cybersecurity company 

whether or not to pay was a significant predictor in the regression model. Furthermore, having a back-
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up was a significant predictor. Being advised by a cybersecurity company to pay and having no back-

up significantly increased the likelihood of the ransom being paid. 

Similar to what was found in the literature (Voce and Morgan, 2021), being advised to pay and not 

having a back-up increases the likelihood of the ransom being paid among SMEs. However, whereas 

previous work showed that the decision to pay the ransom is related to whether SMEs can afford the 

ransom demand (Voce and Morgan, 2021), in this study the affordability of the ransom demand was 

not significantly related to the likelihood of the ransom being paid. On the one hand, this finding may 

suggest that the decision to pay a ransom is less of a rational economic process based on the direct 

costs of the ransom payment than might be expected. It is conceivable that being advised to pay and 

not having a back-up, or other factors not included in this study, play a more decisive role in the 

decision to pay the ransom than the affordability of the ransom demand. On the other hand, this 

finding could also be the result of the way the variable was measured in the vignette experiment. The 

findings indicate that respondents were generally not inclined to pay and needed to be convinced to 

do so. For the vignette, we tried to come up with numbers that reflected a low and high ransom 

amount, 1 week’s worth of net income versus 3 months worth of net income in Bitcoin respectively -  

but it is conceivable that the high ransom did not reflect an amount that was sufficiently high enough 

to convince people to pay. 

All in all, the current study has created a better understanding of the factors that make Dutch SMEs 

vulnerable to extortion and that influence the decision to pay the ransom. This can help the 

development of measures to mitigate ransomware attacks aimed at SMEs, or could provide a starting 

point for the development of an intervention to reduce ransom payments. For one, the findings 

illustrate the importance of (external) back-ups, which can enable organizations to recover from a 

ransomware incident without paying the ransom, as already discussed in previous research (e.g. 

Brennenraedts et al., 2022; Connolly and Borrion, 2022; Dargahi et al., 2019; Matthijsse et al., 2023; 

Meurs et al., 2022). However, as offenders adapt and come up with new extortion methods to ensure 

the victim will pay, such threats to leak data or threats of GDPR fines (Connolly and Borrion, 2022; 

Matthijsse et al., 2023), back-ups might not be sufficient. This development in the modus operandi 

might call for measures not just aimed at the prevention or mitigation of attacks, but also at 

discouraging ransom payments. As findings show that the advice victims receive from cybersecurity 

companies influences ransom payment decision-making, these organizations may play an important 

role in discouraging ransom payments in the future. 

Despite the contributions this study offers, it also has some limitations. Firstly, the sample is not 

representative of all SMEs in the Netherlands, which may affect external validity. Data was weighted 

using the only available company characteristic in the survey which was company size. However, the 

sample is not representative when it comes to other characteristics such as turnover or business 

sector. As a consequence, the results cannot be generalized to the entire population of SMEs in the 

Netherlands. Furthermore, as the weight adjustments were considerable given the 

underrepresentation of micro companies, this may have influenced the precision of the estimates. 

While the Mann-Whitney U test for the unweighted sample showed a statistically significant 

relationship between the likelihood of the ransom being paid and being advised to pay (similar to the 

regression model), this was not the case in the Mann-Whitney U test for the weighted sample. 

However, the other Mann-Whitney U tests and the negative binomial regression yielded similar results 

for the weighted and unweighted data. 

Secondly, the ransom payment decision-making was explored using a vignette study. Prior to data 

collection, a power analysis (Cohen, 1988) was conducted to determine the number of manipulations 

the vignette could accommodate. Since the sample size (445) was smaller than the initial estimates 
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(550), our ability to detect medium effect sizes was also lower than expected. However, given the 

statistical significance of our results, we do not believe that the sample size had a significant impact. 

Thirdly, to be able to detect medium effect sizes with enough confidence, we had to limit the number 

of factors included in the vignette to three. However, other factors not explored in this study may play 

a role in the decision whether or not to pay a ransom, such as the credibility of the attackers, the 

frequency of back-ups, the value or sensitivity of the encrypted data, the downtime being too long, 

the threat of data being leaked or sold online, or believing that it is unethical to pay criminals (e.g. 

Connolly and Borrion, 2022; Matthijsse et al., 2023; Voce and Morgan, 2021). Future research could 

look at other factors that may influence the decision to pay a ransom, especially given that the modus 

operandi of ransomware is evolving and double or triple extortion methods such as the threatening 

to leak data have become more commonplace (Matthijsse et al., 2023). 

Fourthly, the average likelihood of paying in the hypothetical scenario is low, while previous research 

points towards a higher payment rate among individuals and organizations (Meurs et al., 2022; Voce 

and Morgan, 2021). This begs the question to what extent the decision to pay the ransom in the 

vignette experiment approximates decision-making behavior in an actual ransomware attack. A 

vignette experiment was used as it has been proposed as a useful method for research into decision-

making related to potentially sensitive topics where experimental research is less appropriate (Aguinis 

and Bradley, 2014) and a good alternative for direct survey questions, enhancing realism and validity 

(Wason et al., 2002). Overall, vignettes seem to be an appropriate method for researching a sensitive 

subject such as ransomware, where victims might be less willing to report that they were victimized 

or extorted into paying a ransom. However, in order for vignettes to work, they need to be as realistic 

as possible (Aguinis and Bradley, 2014; Baguley et al., 2022), because unrealistic scenarios merely 

illustrate what behavior or outcomes can occur, but not necessarily what will occur in a real situation 

(Aguinis and Bradley, 2014). In an attempt to increase both the level of immersion and the realism of 

the vignette, respondents were presented with an image-based vignette: a ransom note modelled 

after an existing ransom note used by a ransomware group in the past. As a result, the vignette more 

closely resembled experiences of ransomware victimization in a natural setting, thus eliciting more 

valid responses (Aguinis and Bradley, 2014). However, there is a possibility that the vignette still did 

not fully immerse respondents, or that they felt the need to give a socially desirable answer. In this 

regard, the respondents could have been influenced by the recommendation of the Dutch 

government and police to never pay the ransom. Moreover, ransomware victimization is a high-stake 

scenario, which is difficult to replicate in a vignette experiment (Aguinis and Bradley, 2014). While 

respondents got an impression of the stakes at play (such as ransom costs or imminent data loss), 

other stakes that can play a role in payment decision-making, such as the downtime of the company, 

may not have played a prominent role in the minds of the respondents when looking at the vignette. 

In addition, the stress induced by a ransomware incident was absent. As a result, it is conceivable that 

even though a ransom note was used, the vignette did not create the same context as in ‘real life’ and 

thus did not produce the same response as it would have in a natural setting (Aguinis and Bradley, 

2014). Thus, the current study measured intended decision-making under specific circumstances, and 

may not be generalizable to victims of ransomware. While previous research into ransomware 

involved self-report surveys and experiments with ransom notes (e.g. Arief et al., 2020; Voce and 

Morgan, 2021; Yilmaz et al., 2021), to our knowledge, the current study is the first to explore the use 

of a vignette experiment to study decision-making in connection with ransomware victimization. 

Although the current study cannot contribute to assessing the reliability of vignette experiments in 

the context of ransomware victimization, it may be a promising method to assess decision-making 

behavior without directly studying victimization. Future research could be aimed at improving the 

realism and immersion of the vignette to elicit more valid responses, as well as assess the validity and 
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reliability of vignette experiments in the study of ransomware, for example through comparison with 

the decision-making of victims. 
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APPENDIX 
Table 1 Unweighted Mann-Whitney U tests comparing the likelihood of the ransom being paid with the 

affordability of the ransom, being advised by a cybersecurity company to pay, and having a back-up 

Vignette factors n Mean rank U z p Sig. r 

Affordability ransom   49371.500 -0.311 .756  .015 

3 months worth of net income 223 221.40      
1 week’s worth of net income 222 224.61      

Advised to pay   49538.500 -2.301 .021 * .109 
No 234 211.70      
Yes 211 235.53      

Back-up   42315.500 -6.056 <.001 *** .287 
Yes 221 191.47      
No 224 254.10      

Notes: N=445 
*p< .05, **p< .01, ***<.001 
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FOOTNOTES 
 

 

1 The ransomware attack was not necessarily related to the business. 

2 The concept that an individual is more likely to comply with a request if they like the person (Cialdini, 2006; 

Hadlington, 2017). 

3 Ethical advice for the study was received from the Ethical Advisory Committee of the Hague University of Applied 

Sciences. 

4 The only available company characteristic. 

5 Definitions of micro, small and medium-sized enterprises are based on EU recommendation 2003/361. 

6 The original WannaCry ransom note featured two different countdowns, one for a raise of the payment and one 

for permanent loss of files. 

7 Frequencies for some variables in the weighted sample do not equal totals due to rounding as a result of weighting 

the data. 

8 Using log transformation, square-root transformation, and reciprocal transformation. 

9 Mann-Whitney U tests were also conducted for the unweighted sample (see appendix). This yielded similar results 

for the affordability of the ransom and having a back-up, but a different result for being advised to pay. 

10 Negative binomial regression was also conducted for the unweighted sample, which yielded similar results. 


